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o Nginx("AM & AMAZ 21 F)= Bf{Alote] 2Z EQ o] AX|H0{2l Igor SysoevZ} BHE 2EAA H MH
e nginxt= LA ST =2 SAIHME 53, 2|1 Ect M2 H 22| Ao & F
=4 c AMHZS 7| St ot ZEMAHAN I, 20 MESEF MO S =[AMel 8 AIO|E of7|[EHIX F+5
« X Nginx= QUE{HUoA FHMZ 27|UE LEAA E M
« O|HI E J|Hto| @ EAA E AfH
=QJ|= « HTTP, SMTP, POP3, IMAP protocols2| reverse proxy MB{ 2 Al
« SAIM HMof, Ms 2], low memory AFS X[
e - 0| E90f AlE « WEBATH
alo|MAse] - BSD AHMx g2M - olE RS
. « OS(Linux or Windows)7t M x| & = «1.23.3(20224 12¢)
Y =0 o= x4 Aok &
« M2 Xl2lo=z O = Ho|E|E Mu|ASH
EX - H|S7| O|HI E J|dte| X2 AtF
s IEJI AT T2 0| DASQ
e NgiNXE AF25t= FAIOIELl A HE0| oftx|= of|2{Z 2l5l 404 HO|X| S22 &4 HE=F
nginx2| MO =& == &§F
1 ob2| ok e nginx= HMEZ Eotal F At E0| EA 5| Mol HMEZ =EAIF|= AHA 7| 2 otatel F kA

- i S ek BTo| EAEA RS HH S s F0{of 2

« 2t AZE : https://www.acunetix.com/blog/web—security—zone/hardening—nginx/

Netxt/FHRYE| lgor Sysoev
=ZA| EHo[x]  hitps://nginx.org/
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Backend-service
2ol th 3 M2l

Load Balancing

Keep alive X0

Sub—domain(Nginx)
22|

caching X 2

MH|AZ HAAE 0 Y= MHES| max fails, fail timeoute] SMHS 2

STt S AEiS A T5t0f SH AB{o] Zof Wi Al wef Hujz
AZs) = 7|5

Nginx2| 2= A 7|52 AL23510] 048] the| 8 ME{E oA Z 5o
=&t MeElsl == 75

Socketol| IN/OUT Access?t ofX|2to 2 S 2= A|MEH XA E A|ZH7HX]
Access?t @I 2tE 7|5t +=. ™Mol =l A|ZtLfoll Access?t O & &ICtH
HZLAMEE RX|SIES MMl FT= 7=

L7 = o

o] EMelS 7tk SAEE HESIH A8 & = U= 7S
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Nginx Mx| etdo 2 %A HEIAUASRE 27 Jts
« M & A Ms0]| Ofst F22 MU|A Zdo| Q= Aol SHE OS M7} et
FHe| 22| E| A AL2F HEF AL2F
CPU Dual Core Quad Core
RAM 2 GB 4 GB
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1. Hlo[{2| T{F|X| & o| &t M %]
1-1. ol &4 2lo|Ee{2| MX|
1-2. Nginx A x| gHH
1-3. Nginx MH|A S5 & &% &el

2. &=A Huld g o| 8¢k M|
2-1. o| &4 2lo|22| Mx|
2-2. Nginx x| ol CtR2E=
2-3. Nginx & o) M x|
2-4, Nginx AMH[A A3l HH
2-5. Nginx A|H|A §&§

2-6. Nginx MH|A F =% gol
3.3me 6 ¥ =5 MY

3-1. Nginx Zotel 4 MY

3-2. Nginx 7| & Z¢& 2 &
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4.1 Hio|2| of7|Xx| & o| et d x|

==
4.1.1 2|&H 2lo[=a{a| Mx|
« Nginx& A X|s5t7| M Nginx s2Hof| 235t 9|
« o| =M 2lo|E 2 2|: pcre, pcre—devel, zlib, zlib—devel, openssl, openssl—devel

« CentOS/Ubuntug AFESHY UACHH 2t 2HAH M 2| CtZ WEH S ALESH0{ 23 2to|E=(2] {7 [X| & M %

o elolER2| dx 2

P

(1) CentOS

$ yum install pcre pcre—devel

$ yum install zlib*
$ yum install openssl openssl—devel

(2) Ubuntu

$ apt—get install libpcre3 libpcre3—dev

$ apt-get install zlib1g zlib1g-dev
$ apt-get install openssl libssl—dev
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4. dx 3 A

4.1 "o 2] ZjZ7|X| & o| 2 &t A X]
.
4.1.2 Nginx A x| ghey

« Nginx gio|lH 2| Zf 7| X| MX| & ¢all 1N Nginx CI22E& ¢ et =2t°l
7

—

o 22101 HEA X|H2 /etc/yum.repos.d/ CIE E2| o2 2F 20| nginx.repo L AfA

$ vi /etc/yum.repos.d/nginx.repo
[nginx]

Name = nginx_repo
baseurl=http://nginx.org/packages/OS/OSRELEASE/%24basearch
gpgcheck=0

enabled=1

e yum HEHOHE 0|235}0{ Nginx I{ 7| X & M X

$ yum install nginx yum install nginx.x86_64
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http://nginx.org/packages/OS/OSRELEASE/%24basearch

Mx W A

4.1 Hfo|H2| of7[X| & o| &t M=

.
4.1.3 Nginx A[ARIMH|A 558 % 5%} &l
A E

CAIAE T RE Al A 2| A S0 EEstod AHS AlRf0] B E2 A

$ systemctl enable nginx
$ systemctl start nginx
$ systemctl stop nginx

- Nginx 2 A% & A A Asio] HAKMO R 5[Ql=X| WAO|E H&S S5t0] 2ol st

« 8% URL : http://SAE P/

[ Test Page for the Ngin: X

< C | ® 192.168.0.194

Welcome to nginx on EPEL!

This page is used to test the proper operation of the nginx HTT? server after it has been installed. If you can read this page, it means that the web server installed at this site is working properly.

This is the default incex.hni page that is distributed with nginx on EPEL. It is located in /uzr /zhers/nginc/ntn

You should now put your content in a location of your choice and edit the ree: configuration directive in the nginx configuration file /ste/sginx/sginx.cont.

NGIUX s

(B2 Bs . Or=NU>



4. Adx| & 23 -

4.2 =2 Hulels o] et dx|

8
4.2.1 2| =M 2lo[=a{a| Mx]|
e oA AHOY MRlE AATUS JEM QL 2P S Mol XY Zuldsto] Mx| e g
- dlo|2| af7| x| M|} opXIZFX| 2 Nginx A x| M o/ =AM 2lo|E32| & MX|

« o| =M 2lo|E 22| (pcre, pcre—devel, zlib, zlib—devel, openssl, openssl—devel) = = &t

$ yum install pcrex

$ yum install zlib zlib—devel
$ yum install openssl openssl—devel

4.2.2 Nginx &A1}l Clez2=
« SALALO| E (www.nginx.org)oll Al Nginx AT S Ch22E
(% 2017.9.1 7|= = Al HH 2 ngix—1.13.4.tar.gz &)

« of2i 2F Z0| wget HHO|{E 0| 25101 A LA S CIRZE

- 2l F S4lo| EUtse 22 ulE| Ch2EE ot 2 FTP Y25 == USB 5 2 F NEEXE

o| ol SAtet

$ wget http://nginx.org/download/nginx—1.13.4.tar.gz
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$ tar —xvzf nginx—1.13.4.tar.gz
$ cd nginx-1.13.4

$ ./configure ——prefix=/usr/local/nginx ——user=daemon ——group=daemon
$ make

$ make install

4.2.4 Nginx A{H|A Al ditH
« MH|A A|ZF ZYA|ZE E RS HHo|= 242} o2l et &

CMBlA RFEAH 52

rMo o
o
)
W
g
o
Ral
b
ko

$ /usr/local/nginx/sbin/nginx

$ /usr/local/nginx/sbin/nginx —s reload #AMH| A

$ /usr/local/nginx/sbin/nginx —s quit EISEIES
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4.2.5 Nginx MH[A S5 (1/2)

systemdol| £ st HXE ol LH2E &tol
oz MX HA=2Z+ (/lib/systemd/system/nginx.service) S &t215H04 7|
S & mllo| 7| A™ Al &2 5HX| e HEIJ[E ol 2oto &M
[Service] sHE 270l 7|2 Al Nginx & M x| st d22} =25t =X

$ vi /lib/systemd/system/nginx.service

[Unit]

Description=The NGINX HTTP and reverse proxy server After=syslog

.target network.target remote—fs.target nss—lookup.target

[Service]

Type=forking

PIDFile=/usr/local/nginx/logs/nginx.pid

ExecStartPre=/usr/local/nginx/sbin/nginx —t
ExecStart=/usr/local/nginx/sbin/nginx Exec
Reload=/bin/kill =s HUP $MAINPID ExecSt
op=/bin/kill =s QUIT $MAINPID PrivateTm

p=true

[Install]
WantedBy=multi—user.target

(B2 B .

d=2=NUr



4.2 A HOodE 0|28

A %]

[ -

4.2.5 Nginx A|H|A S&
o Of2f systemctl o
< start, stop M=

« systemd ol

$ systemctl enable nginx.service
$ systemctl start nginx.service
$ systemctl stop nginx.service

1AL
(< fy

4.2.6. Nginx AlH|A HZ& Ef?_l

A SE (2/2)
10{ & AI275}0 systemdol| MH|AE
Ngin

= AtE35H0

« Nginx =2 Adisto] A

« 8% URL : http:// 22 E IP/

’ [ welcome to nginx
& C | ® 192.168.0.194

Welcome to nginx!
If you see this page, the nginx web server is successfully installed and

working. Further configuration is required
For online documentation and support please refer to nginx.org
Commercial support is available at nginx.com.

Thank you for using nginx.
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O==nNlm




4.3.1 Nginx & =t

SM (2 X)

=4 (1/2)

49

71 &

/usr/local/nginx (3% CIE2 A X|e] MX ol AIZE

J— i i d x = e

prefix= Nginx7} @ x| == 7|2 EH DE A HEE 7|2 =0 Wof oid)
——sbin—path= Nginx Hfo|L{2| mto| MX|== Hd 2 <prefix>/sbin/nginx
——conf-path= T SAMY njlo| A2 <prefix>/conf/nginx.conf

—error-log—path=

o2 el Xz d2+= std M

o=z A-l?H c>|- 2 9}\2

P
x|
ol ZE s BHAE sielol A o221 XIAI0]S
AFEBHA| erete Holnt M 8)

0

<prefix>/logs/error.log

——pid—path=

Nginx pid Ttele| B2 (pid T+l H2E B
mhel olof A X|F B S5 QX|DH QK| gop

<prefix>/logs/nginx.pid
(% pid Y2 TZM A AHEHXLE Z 5= Ehest
B AE i

o o] 29| x|ol M X[ Bt gtol ALS)

LS —
0| 2| x[ol|Al X[ St gto| ALE) CtE o Ec|AHOo[MS0| S A FZSel == 29|
pid ot 2 & 2a2{zl ol %)
<prefix>/logs/nginx.lock
~ % XF o2 2 o Z2|AHo|MMS0| =2
A2 mlelo| A2 (StAMA nhelo| M XA 5K (;‘:":' == = = == =
——lock-path= A mael g2 Feldl Al A= st MYOIRE TEISLE Zof AL

Nginx2l 25'-?—': Z2MATEF H AZEX] 24
BEste ALE)
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4 M| 2 A

4.3.1 Nginx 4T 24 (2/2)

SHM (A=)
vz E'=_°_| 21z
A — = = = o o] o
with—perl_modules_path (B 252 27lsl2® BEA| of 29158 Helsof &) U
O dfo|e| ot 2=
——with—perl= (H ATJBEE AdS of AFSEo{] @ AT ES A S NS
5|5tz ™ HtEA| o]l 27} MH=ofof &)
M2 2139 2|
——http—log—path= (o] 2 =44y ufdollM 2 21 X[A|0|E ALESHA] <prefix>/logs/access.log
aAS M MBE)
—http—client—body-temp—path= | 22/0|H E 2F0l| 2|st AT o] X ZEol| ALS == ClH ER| <prefix>/client_body_temp
——http—proxy—-temp—-path= IZIEANT} AIESHE Ao el K] <prefix>/proxy_temp
——http—fastcgi-temp—path= HTTP FastCGlI 2 &0| AtEst= Aot ol 2% <prefix>/fastcgi_temp
—builddir= O Z2[7Ho|d YW= 2| NS
(B2 Or=nNle




4. % 2
4.3 dTIY g4 o

=k

DEHY

B

4.3.2 Nginx 7| & Z& 25

(1/2)

REolE Ay H| &AM 5} 5=
HTTP—-Core I E | locations, Ol 2 HO[X| S2| AMH 7|2 MY 25 ——without—http
Access IP F=2~0f 7| g5t Allow/Deny 2 28 ——without-http_access_module
Auth Basic 2 HTTP QI 2 & -without—http_auth_basic_module
Auto Index AES Mol(cle 2|, mtd 2|AE) 25 ——without-http_autoindex_module
Charset g Ho|X|E AMelzY st AL == ZAME 25 ——without-http_charset_module
Empty GIF H 22| 255 1X1 GIF O|0|X| & MH|ASH= Empty Gif 25 ——without—http_empty_gif_module
Geo P 4 #Helof w2t HeE Holdsie X2 25 ——without-http_geo_module
Gzip Gzip &5 25 ——without—http_gzip_module
Headers HTTP SE IHE dde = U= 28 Helg = el3
Index index® ALEEl= Tt 58 M5t 25 Helg 5 s

Limit Requests

AEAE @F =8 M §tsk= Limit Requests 2=

——without—http_limit_reg_module

.
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4. % 2
4.3 doed 54

=k

DEHY

al
>

B

4.3.2 Nginx 7|2 =& 2E (2/2)

BEo|lE Ay H| &M st 5t= ¥
Limit Conn HMol=l X|dof w2t XA o A2 S M etsh= Limit Zone 2& | ——without—http_limit_zone_module
Log access logE MMst= 25 Melg = els
Map map 25 MAd =A== 25 ——without—http_map_module
Memcached 22| FHAl ol 22t 4S5 = Memcached 2& ——without—http_memcached_module
Proxy QS glol CIE M Z MESE ZEA 28 ——without—http_proxy_module
Referer 2lH2 Mol 25 ——without-http_referer_module
Rewrite MEtd 25 ——without—http_rewrite_module
SCGl SCGI Z2EZ X8l 2 & ——without—http_scgi_module
Split Client =Hof w2} S2o|HEE 2 ——without—http_split_clients_module
SSI ME & QIEFE(SSI) 25 ——without—http_ssi_module
Upstream Fot oy FxE s YAER 25 ——without—http_upstream_ip_hash_module

O==nlr




5. 7|27

HE 23t

B
1. Backend-service ZH0l LS 2|

2. Load Balancing

3. Keep alive H 0]

4. Sub—domain (Nginx) 22|
5. Caching A 2|
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5.1 Backend-service ZH0l CH X 2|
=

« Upstream Moduleg AF235H01 max_fails, fail_timeout & A& st0 A 2| AEfE =tOl

« Mu{e| AEj E 2telstol MY gt2 =1tet Al Backend B M2 AH[ AT} M S5}
©=2 X[HetSlFotE odd Auljrt £H AMu{IF CtRE Ao =2 T
HE AEfol| A ngto| M THE Au{Jt SESHK| 2™

ek PN =

Htimeout A[ZH0] A20{ 581 AT A[ & O]

* max_fails=n
e fail_timeout=n : max_fails 7} X| X

Mu{7} ct2El Ao
« Server 192.168.0.188:80= 15=7I

upstream service

{

ip_hash;
server 192.168.0.121:80
server 192.168.0.188:80 max_fails=5 fail_timeout=15s;
dr=NUr

}

-19-




NGINX

=
e Clusterol] 88 == M HE2F LEE ypstream Z&52 AIE5H0{ A H 5tod
M MHEO U= AHIF FHH2Z X

o XEM|EF MM "HH 2 H 0| X| ‘6.2 Nginx Load Balancing’ & &=

upstream myservice {

ip_hash;

server 192.168.0.121:80;
server 192.168.0.188:80;

}

server {
listen 80;

server_name localhost;

location / {
proxy_pass http://myservice;

@b -20- Or=nNlp



NGINX

5. 7|27
5.3 Keep alive H|0f

==
« Keep—Alive 7| S0|2t HTTPL| 7|27+ =2 A7 A A
Keep—Alive Timeout 7HX| 7| & 22 & FX|5t= 7|
- Keep-AliveE ALS & O|AIE S A Ad|2d w2l 27208 FXe 22Ut JActH 2MSHE A7
ALB0| HestX| 4ot H|2MEE AL = US
* Keep-Alive M2 02 FH H[&2M3 18 FH 83 A2 = AL
1 ehdst SMECtE 7JHd e AUME 2 A AR Ste g =

2 o|&te| gte 2 WHsH = H

MHo| ZHeE
» keepalive_timeout 8o =2 Z2}0|HERle| HUM FX| A|ZFAEH TIs

upstream myservice {
server 192.168.0.121:80;

keepalive 1
}

Server {

keepalive_timeout 10
dr=NUr

Bo1 -
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« StLte| 2 Aol M 274 ofate| Bl MH|AE 2Y

« 42 ‘/etc/nginx/conf.d/default.conf’ conf

. test1, test2 & 7H2| server 7+ =& LI+0] otLte| & Mu{off 17l o[ Ate| & MH|AE AH Js

server {

listen 80;
server_name testl.mydomain.com location / {

root /var/www/test1/public_html;

}
server {
listen 80;
server_name test2.mydomain.com
location / {
root  /var/www/test2/public_htm];

d=2=NUr
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5. 7|47

5.5 Caching X 2|

NGINX

-
. JjAo|2F ¥ AM{H|A2| o|o|X|, CSS, AHHIA TR EQ} 272 Mol O 0|2 X EH5t0]
AMH| AL SEETE B} wai Ml Jts

« Location : A&l HO|EH 2 FHA| 2 XAt ofd A

* Expires 1M; 2 et& et DA O|o|EH & E &5t dd0old 1d2 2= 1y; 2 HdH

ol

location ~* W.(?:jpglipeg|giflpnglicolcur|gz|svglsvgz|mp4|ogglogv|webm |htc)$ {
expires 1M;

access_log off;

add_header Cache—Control "public";
}

@b 83 O==NUpm
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M& S}
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1. Nginx Reverse Proxy
1-1. Reverse Proxy 2t
1-2. Nginx Reverse Proxy A%
1-3. Nginx Reverse Proxy %} &¢I
2. Nginx Load Balancing
2-1. Load Balancing O| 2t
2-2. Nginx Load Balancing 43
2-3. Nginx Load Balancing &%t &¢I
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6.1 Nginx Reverse Proxy
-

6.1.2 Nginx Reverse Proxy A&
« S2I0|AET} Bl Mu|A0 HO|E{E & SHH Reverse Proxy= 0| 2& S 2ot g AHE
ol E M&

« Hol: olgdo| AIZX}JF Mu{of &IF F2ot= g ot
« ACL : APO|E FZofl tist HM s 74 Tts
« HOotALO| 0| R 2 Y AMH|AL| 7|2 ZEQI 80 2|2 CI2 MH|A ZEE ALE2510{ YA H ZEE

Proxy Server Web Server
Client

@ 3 3

- 25 - Or=NUP



NGiNX

'
6.1.2 Nginx Reverse Proxy A&
« of2f A& Nginx2| Reverse Proxy 7|2 M& Alst
« Nginx A& ot 2|x|& =2lst0d nginx.conf Tt & +H
« Nginx server(192.168.0.194)0l| ProxyZ| & AlS35t01 Z2I0|HE0A RF s HO|HE
A MH{(192.168.0.121)2 Z 4
server {
listen 80 default_server;
server_name 192.168.0.194;
proxy_redirect p off;
roxy_set_header X—Real-IP $remote_addr;
proxy_set_header X—Forwarded—For $proxy_add_x_forwarded_for;
proxy_set_header Host $http_host;
location / {
proxy_pass http://192.168.0.121/; # proxy £ AFS5H0] ZH A H
6 - Or=NlUp



6. S0

6.1 Nginx Reverse Proxy

-
6.1.3 Nginx Reverse Proxy S%} &0l

« Nginx2| reverse proxy 2 H=5t0] Z2|E Z/0{ SAEAEH(192.168.0.121)<]

Apache ME{Z HZ st ZHd g &2l Jl=s

' [) Apache HTTP Server Te- X \\

¢ - C|019216801% W %]

.

This page is used to test the proper operation of the Apache HTTP server after it has bee|
installed. If you can read this page it means that this site is working properly. This server i
powered by SULInux.

nU>

o
v
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6.2 Nginx Load Balancing

-

6.2.1 Load Balancing O| &t
cHEQ3T ElfjE 28 FEte M OS(MEE or MHE)NAM X2
(@]

A=
o

=
CEo| |oad balancerE Sall 22I0|E QA S Aelsto], MsKsIE &2
2S5 UX|, el MHE M st LHHX| MHE QENME, FIHE ME2 AHZE 2F
A5l SE
T o =

- 22H0[HE Q& = HERD F5IE CISMHE Sl &
-2kl dEfo] Mzt E S Euf DItEMnt M2ld 2

- —/|\—_|C_|>_0‘” |I|'E'_|- A‘I HE —7;:— |-8|-7—|L,|- X—”j—l Sk 2= Q= "Ic'>l'9_é->l po[p=

<

Nginx (Lo
ad Balancer)

RIS -
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6.2 Nginx Load Balancing
8

6. &S0 A

NGiNX

6.2.2 Nginx Load Balancing A& (1/2)
e upstream?@ 1 &S K| A0 HE AO| Hot M E AH
-server: B e

= o
U A0l IR A A PS

-weight: MB{ 7}E X[ 2M otefoziH 12 M

MZA St Muqofl H|5t04 28 X3 H =& =
-max_fails: A& &t gt

- fail_timeout: il &

IH Mu{o7t ch2E Aoz 7hset
= d™o| & aEfol M= n AlZIRIE SESHA &

otom My 7} CheE Ho=z 7i5Et

/usr/local/nginx/conf/nginx.conf
upstream service {

ip_hash;
server 192.168.0.121:80 weight=2 max_fails=5

fail_timeout=15s; server 192.168.0.188:80 weight=1

-29-
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NGINX

-
6.2.2 Nginx Load Balancing A& (2/2)
s proxy_set_header AH 2 =2 5| MEE F7}
- proxy_set_header Host $host: A{EH{0f| 192.168.0.194E hostZ 24!

- proxy_set_header X—Forwarded—-For $proxy_add_x_forwarded_for:
Me{o| @& 22l0|HEQ| IPE Al

=

- proxy_pass http://service: & MH 2 2|0 AH™ESHupstreame| 1& H

server {
listen 80;
server_name 192.168.0.194;

proxy_set_header Host $host;
proxy_set_header X—Real-IP
$remote_addr;

proxy_set_header X—Forwarded—-For $proxy_add_x_forwarded_for;

location / {

proxy_pass http://service;

}

@b 80 Or=nNlp



7. FAQ

Nginxe= =& O{C|o|AM AIE X JALER?

O =

Q S{X| NginxE M= FHSH X2 HOo|AE, Netflix, WordPress.com, A& (Github) ARE EE2tE=
AL

(Soundcloud), Zynga, Sourceforge 0| U220 st=0| M= Ho|8{ AH O|X|, &}

ASHRZ|ole], F}I7IRE ZX|ALE MH, XpressEngine =4 H|0|X| S0]| YC}.

9
0
N
0
~)

2 M 2] Apacheel Nginxe| Xtol= &

Q Apache2t Nginxe= M Z A AMHOIM HIst= 7|s2 HFEE HI%@H. SHA|2F SAIZY EAL =71

2 22 NginxZt Apache ECt M5 220 *A2 5= UCt. O|F&= Apaches| 2% HUM &
Stutel ArEQL ZZAMAE MAMSEK|TH Nginxe| 4 Listener?t RequestE X 2|st7| W&ol
Z} Request OFCt A =2 Z2MATE SH| = X| pf=Ct. o] mf-Zol M Z22|& el ZTHofA

Nginx= System ResourceES MA| AH|stol= 20| ULCE

(B2 , Ba1 O==NUpm



Document Root

server_name
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